
APPENDIX 4

Name No. Priority Finding Ref Status Agreed management action Date to be 

completed

Response Comments Revised date 

for 

completion

Person 

responsible

SHDC Asset 

Management 13/14

1 Medium The 2008-2012 Asset Management Plan is 

 now out of date.

 
Review and update of the plan is included 

in the team's service delivery workplan for 

the year and is scheduled for approval and 

 adop�on in quarter 3.

1.1 Not 

Implemented

agreed 31/12/13 Feb 14:  No change. Adoption of new 

Asset Management Strategy for 2013 

-2016 estimated for 04/2014.                                        

30/04/14 Steve Udberg, 

Head of 

Property and 

Asset 

Management

SHDC Asset 

Management 13/14

4 Medium There is currently an issue with reporting 

on rent collection. The length of time a 

case has been in arrears cannot be 

identified at the moment. Therefore the 

data for the KPI of less than 3% of arrears 

 at 90 days or more cannot be reported. 

 
CPBS are currently working with the team 

on this issue, but there is no estimated 

completion time for delivery of a report to 

 iden�fy the arrears. 

4.1 Not 

Implemented

Arrangements are being made with CPBS 

to meet up and work out a short term 

solution to allow KPI reporting, as well as 

a long term more permanent solution 

that will provide the team with regular 

 and accurate data.

 
If a solution is not forthcoming, this will 

 be escalated by Steve Udberg. 

01/10/13 Feb 14:  Discussions with CPBS 

ongoing.  CPBS are revising their 

Credit Control policy and expect to 

be able to provide reports in 

2014/15.  In the meantime debtors 

cases are reported individually.                          

31/12/14 Steve Udberg, 

Head of 

Property and 

Asset 

Management

SHDC Payroll 2012/13 1 High Reports are not yet available that would 

allow budget holders to check that the 

employees listed are bona fide and 

payments are correct.

1.1 Not 

Implemented

We are still working with ZAP to develop 

reports including one with this 

 informa�on.

 
CPBS plan to run these reports and issue 

 to managers.

30/09/13 11/2013: ZAP should progress shortly 

and so allow time for TL to ensure 

this reporting need is met by 

31/03/2014 so that 2013/14 data 

 onwards is available.

Zap further delayed. Latest 

implementation date now 

31/3/2014. Other payroll 

implementations (auto enrolment, 

RTI, annual increments,e-mail of pay 

slips) have created additional non 

planned workloads for the payroll 

team. Report specifications will be in 

place before 31/3/2014 to ensure 

 Zap can produce what is required.

 

31/03/14 Sam Emmett-

Laing, Payroll 

Officer



SHDC Payroll 2012/13 6 Medium Our testing identified occasions where J 

Stamp and M O'Connor had signed as their 

individual claim forms as authorising 

officer (the individual claim held by 

payroll) and then approved the summary 

 sheet for payment. 

 
Effectively they are approving their own 

additional hours for payment by payroll.

6.1 Not 

Implemented

A hierarchy is being set up in Staffright to 

automatically forward claims to the 

appropriate officer for authorisation. The 

system will not allow self-authorisation.

31/10/13 12/11/2013: Staffright is currently 

being implemented by CPBS. It will 

then be rolled out to ELDC and 

 SHDC.

Staffright has not yet been rolled out 

to staff at SHDC.

31/03/14 Tony Lascelles, 

CPBS Head of 

HR

SHDC Payroll 2012/13 8 Medium Discussion established that the payroll 

officer has started to produce guidance, 

but this is at its very early stages.  Other 

work developing AX, Staffright and 

preparing for implementation of the 

system for ELDC and CPBS has taken 

 priority.

8.1 Not 

Implemented

Other priorities have limited progress on 

Work Instructions - we are aware that 

they need to be completed.

31/03/14 Target date of 31 March 2014 for all 

Work Instructions has been set 

following audit.

Sam Emmett-

Laing, Payroll 

Officer

SHDC_AX Security 2 High There are a number of AX-related Policies 

and Procedures being developed, many of 

them are awaiting completion or are in 

 dra� form.

 
In addition, there are gaps in the high-level 

policy framework relating to the use of IT 

across the organisation and selectively to 

 the AX system in par�cular. 

2.1 Not 

Implemented

A number of AX related policies have 

 been published on the intranet:

Fixed Assets, AP, AR, Security, General 

Ledger, VAT. There are 3 that are 

currently still under review: Interfaces, 

Treasury and reporting. The HR, payroll 

and expenses policies will also be 

prepared when there is a full system roll-

 out. 

 
We consider it would be appropriate to 

issue a full set of AX policies for the start 

 of the next financial year.

 
The Councils would also need to amend 

their budget and policy frameworks 

 including financial regula�ons.

31/03/13 09/01/14 Senior Ops Support Agents 

tasked with updating policies target 

 comple�on 31/01/14.

 
12/11/13 TL:  Staffright e-guides 

have been produced showing people 

how to use the various component 

parts of Staffright.  The plan was to 

have all instructions drafted before 

the end of Dec 13 providing all 

system updates were in place, ie 

auto enrolmenet and work needed 

for new LPGS from 01/04/14.  The 

 target date remains 31/03/14.

 

31/03/14 David Bailey, 

CPBS Finance 

Director



SHDC_AX Security 9 Medium User access rights are defined in the form 

 of a four level hierarchy as follows:

 
 - Roles

 ‐ Du�es

 - Privileges

  -Permissions

 
There is a one-to-many relationship at 

each level, for example, a Role may have 

20 Duties, each of which may have 10 

Privileges and so on. Accordingly the actual 

mapping of a user's access to system 

functionality and the range of their 

 permi"ed ac�vi�es can be quite complex.

 
The AX system can produce standard 

reports, by user, of the allocated Roles and 

Duties with descriptive text against each 

entry. However, the details of Privileges 

and Permissions are only viewable on 

screen and the associated data cannot 

apparently be extracted and reported 

upon. Consequently, it is not possible to 

generate a standard report for a specific 

user that includes the mapping at all of the 

 levels.

 

9.1 Not 

Implemented

Potential AX developments are being 

captured through the AX user group and 

security reporting will be an area for 

further consideration as part of that 

review. 

30/09/12 Update DB 11/11/13:  We have 

reviewed this as agreed through AX 

User Group and we are not taking 

any further action on this until we 

are clear on the funcitionality of R2 

 version of AX.

 

 

31/03/14 David Bailey, 

CPBS Finance 

Director



SHDC_AX Security 13 Medium Following advice from HCUK, the standard 

configuration logging options have been 

set up and no specific changes have been 

 subsequently applied by CPBS.

 
Two specific types of logging are known to 

 be in place:

 
Database Logging reports on key system 

actions such as changes to supplier 

accounts, bank account details and 

permitting processes to proceed. David 

Jackson advised that he has been 

reviewing the database log but he was 

rather vague as to the frequency of such 

examination and what he was specifically 

 looking for.

 
Audit Logging works at a transactional 

level and records all such actions. This log 

would facilitate the tracing of actions to 

specific individuals; however, the available 

volumes of data would have to be filtered 

in order to generate more meaningful 

 reports.

 
The future monitoring of AX system 

activity has been recognised as a desirable 

13 Not 

Implemented

This had already been flagged as an area 

for AX development for the systems 

team. It will be incorporated into the 

 overall AX development plan.

 
A basic assessment of the information 

required is needed before any further 

 work is undertaken

30/11/12  11/11/13 as per point 9. 31/03/14 David Bailey, 

CPBS Finance 

Director

SHDC_AX Security 14 Medium Once the necessary logging options have 

been assessed and, where necessary, 

implemented, a regime of system activity 

monitoring and oversight can be 

introduced and formalised in a published 

procedure. Such action, if effectively 

applied, would provide a further degree of 

assurance as to the integrity of the AX 

system and the data it contains.

14 Not 

Implemented

This had already been flagged as an area 

for AX development for the systems 

team. It will be incorporated into the 

 overall AX development plan.

 
A basic assessment of the information 

required is needed before any further 

 work is undertaken

 

30/11/12  11/11/13: as per point 9

 

31/03/14 David Bailey, 

CPBS Finance 

Director



SHDC_AX Security 15 Medium The application of any intended 

monitoring and oversight regime should be 

clearly evidenced, trailed and retained. 

Any issues or queries arising from the 

logged information should be identified, 

followed up and the relevant details of 

actions taken should be recorded and 

retained. 

15 Not 

Implemented

This had already been flagged as an area 

for AX development for the systems 

team. It will be incorporated into the 

 overall AX development plan.

 
A basic assessment of the information 

required is needed before any further 

 work is undertaken

 

30/11/12  11/11/13: As per point 9

 

31/03/14 David Bailey, 

CPBS Finance 

Director

SHDC_BACS and DD 

arrangements 

2013/14

2 Medium Through discussion with service areas 

tested, we found that in some areas there 

was not always another member of staff 

who could process the BACS payment and 

 direct debit files if required.

 
There should be sufficient cover for BACS 

processes in case of an un expected 

 absence.

2.1 Not 

Implemented

CPBS will liaise with the CPBS Head of HR 

and S151 Officers of SHDC and ELDC to 

arrange appropriate cover and agree 

timescales for implementation.

31/12/13 Update Jan 14.  All highlighted areas 

have now had aditional staff set up 

and the various managers are to 

ensure that the training is completed 

by 31/03/14.  Treasury Team's action 

now complete.  Responsible person 

reassigned to Tony Lascelles for 

follow up on the HR/Payroll Training 

and for confirmation that this has 

been completed.

31/03/14 Sean Howsam - 

Finance 

Manager 

Treasury

SHDC_BACS and DD 

arrangements 

2013/14

3 Medium Staff check values of BACs files to source 

systems and then to notifications received 

 from BACS.  However:

 - the Payroll Officer does not always print 

these off so there is no obvious 

confirmation that the file value submitted 

 is as expected. 

 -Opera�onal Support note down the 

value of the payment run but do not save 

 the onscreen message.

 
Documents to support the value of the 

BACS files should be retained so there is a 

 full audit trail. 

 

3.1 Not 

Implemented

CPBS Treasury Team will give guidance 

and agree work instructions for HR and 

Operations Support to ensure a full audit 

 trail is in place. 

 
The AX banking policy will be updated at 

high level to include the audit 

requirements on BACS.

31/03/14 Sean Howsam - 

Finance 

Manager 

Treasury



SHDC_Budget 

Management & 

Monitoring 2012/13

3 Medium Detailed payroll expenditure is not 

transferred from the AX payroll module 

into finance. Expenditure is posted in total 

for the month and budget holders cannot 

 drill into the detail. 

 
Our review confirmed that budget holders 

monitor monthly spend against the 

profiled budget, but do no request any 

additional reports to check they are being 

charged for the correct employees, 

expenses etc. CPBS accountants can use a 

pivot table to extract this information.  We 

undertand that CPBS recently agreed to 

purchase ZAP, report writer software that 

will enable tailored reports to be produced 

 and made available through the portal.

3.1 Not 

Implemented

ZAP is planned for implementation from 1 

April 2013 therefore no further action 

 and await ZAP reports.

 
The estblishment has been checked as 

part of the estimate process.  

31/05/13 Feb 14:  ZAP should progress shortly 

and so allow time for TL to ensure 

this reporting is met by 31/03/14 so 

that 13/14 data onwards is 

 available.

 

31/03/14 Sam Emmett-

Laing, Payroll 

Officer, CPBS

SHDC_Community 

Development 

2013/14

2 High Our review found that targets for the 

health initiatives, other than Cook and 

Grow, are a bit vague with just 

improvement expected on the previous 

year's performance. 

2.1 Not 

Implemented

We recognise that there should be clear 

targets for providers which will enable 

SHDC to monitor their performance.  

However we feel that we cannot 

introduce these during the current year 

as providers have signed up to the 

schemes without such targets.  It is our 

intention to introduce these in 2014/15 

once we are aware of our funding and 

expectations from Public Health for 

2014/15.

30/04/14 The targets have been set by Public 

Health and we are updating our 

action plans accordingly.

Emily Holmes - 

Team Leader - 

Community 

Development



SHDC_Community 

Development 

2013/14

3 High There is little monitoring of performance 

of the health initiatives by SHDC.  

Information is recorded on databases by 

the providers but SHDC get very little 

information from this, unless there are 

issues in which case the Lincolnshire Sports 

Partnership contact Community 

Development asking for 

information/action to be taken.

3.1 Not 

Implemented

 We will strengthen this area by:

-information sent to providers is now also 

being copied to the Team Leader - 

 Community Development.  

- SLA's have been introduced in other 

areas of Community Development and 

are proven to work so will be introduced 

 for the Health Ini�a�ves.  

- Regular meetings will be held with the 

 providers

- We are considering next year releasing 

money to providers in stages dependent 

 on condi�ons being met.

 
Discussions with Public Health for this 

year has established that GP referrals and 

exercise are at capacity.  Clarification has 

been sought over fit kids and involving 

families which means that more children 

can be included in the programme.  We 

are asking Public Health to confirm these 

discussions in writing.

30/04/14 Better information is being received 

and we have access to the online 

reporting systems.  SLAs are being 

drafted ready for April 2014.  Regular 

meetings have been taking place 

with providers and are scheduled 

quarterly for 14/15.

Emily Holmes - 

Team Leader - 

Community 

Development

SHDC_Community 

Development 

2013/14

4 Medium Meetings are held for the health initiatives.  

From some of these meetings good 

minutes are received eg Food Leads 

meetings however others for the exercise 

referrals where representatives from SHDC 

do not always attend, rough notes are 

received if anything at all.

4.1 Not 

Implemented

Agreed, we will ensure that minutes are 

received from meetings where we do not 

send a representative.

30/04/14 Minutes from all network meetings 

are now being received and sent to 

the appropriate people.  

Representation at network meetings 

is a condition of the funding for 

14/15 and as such providers and 

SHDC representatives are attending.  

Communication has improved.

Emily Holmes - 

Team Leader - 

Community 

Development

SHDC_Counter Fraud 

Review (Health 

Check) 12/13

1.1 Medium The Counter Fraud and Corruption Policy 

has not been reviewed since February 

 2009 and does not reflect:

 "the current arrangements in place with 

 Compass Point Business Services Ltd 

 "recent changes in legisla�on and good 

 prac�ce.

 
The Sanctions Policy (Housing Benefit and 

Council Tax Benefit Fraud offences) also 

 requires review to ensure it is up to date. 

 

1.1.

1

Not 

Implemented

All legislation is now in place for the 

Single Fraud Investigation Service. This 

will be implemented in April 2013 and 

policies will be updated in accordance 

with this.

30/04/14 Jan 14:  Sharon Hammond update - 

DWP confirmed phased 

implementation commencing Oct 

2014 to March 2016.  Meetings with 

Clients Jan-Feb to update and start 

thinking of their requirements for 

future fraud service.  Any further 

revision date to be agreed as part of 

 those discussions

 

30/04/14 Sharon 

Hammond & 

Andy Eaman 

(CPBS)



SHDC_Governance 

2012/13

1 Medium The Council's Code of Corporate 

Governance (code) and the document 

'How we aim to meet the requirements of 

the code' do not clearly reflect some of the 

requirements included in the framework, 

 par�cularly for the following areas:

 
 - partnerships and other joint working

 - measuring value for money

- measuring the environmental impact of 

 policies, plans and decisions

- developing, promoting and 

 demonstra�ng the values for the council

- use of legal powers to the full benefit of 

 the communi�es

1.1 Not 

Implemented

A review of the Local Code will be 

conducted in consideration of the CIPFA 

Guidance and the recommendations 

 made within here.

 
This work will be carried out in 

conjunction with the review of the 

 Council's Cons�tu�on.

31/10/13 Review is in progress. Mark Finch, 

Section 151 

Officer

SHDC_Governance 

2012/13

2 Medium In respect of the core principle to develop 

the capacity and capability of members 

and officers to be effective, the code refers 

to induction, training and development of 

members, but not for officers with 

governance responsibilities.

2.1 Not 

Implemented

A review of the Local Code will be 

conducted in consideration of the CIPFA 

Guidance and the recommendations 

 made within here.

 
Induction for members is already in place 

and has recently been assessed as part of 

the April 2013 reaccreditation for 

 Member Development Charter Status.

 
Ongoing Officer training is identified as 

part of the existing arrangements for staff 

development and performance 

 management. 

 
Induction procedures will be reviewed to 

ensure they cover relevant areas for 

 newly appointed officers.

31/10/13 Review is in progress. Mark Finch, 

Section 151 

Officer



SHDC_Governance 

2012/13

3 Medium The local code could be strengthened in 

relation to developing strong 

accountability relationships, voicing 

accountability and taking an active and 

planned approach to meet responsibilities 

to staff.

3.1 Not 

Implemented

A review of the Local Code will be 

conducted in consideration of the CIPFA 

Guidance and the recommendations 

 made within here.

 
This work will be carried out in 

conjunction with the review of the 

 Council's Cons�tu�on.

31/10/13 Review is in progress. Mark Finch, 

Section 151 

Officer

SHDC_Governance 

2012/13

4 Medium The scrutiny role is referred to but 

currently given little emphasis in the local 

code.  

4.1 Not 

Implemented

Strong scrutiny arrangements are in 

place, however, during the review of the 

Local Code in consideration of the CIPFA 

Guidance these will be reflected more 

explicitly.

31/10/13 Review is in progress. Mark Finch, 

Section 151 

Officer

SHDC_Governance 

2012/13

5 Medium There is currently no reference to the 

Governance and Audit Committee in the 

 local code.

 
The questions for Audit Committee 

members to ask relating to the six 

principles of good governance and value 

for money, included in the updated 

 guidance, have not yet been considered.

5.1 Not 

Implemented

Reference to the Governance and Audit 

Committee will be reflected explicitly in 

the revised Local Code, and updated 

guidance on audit committees will be 

considered during the review of the Local 

Code.

31/10/13 Review of the code is in progress. Mark Finch, 

Section 151 

Officer

SHDC_Governance 

2012/13

6 Medium The code does not make any reference to 

the shared chief executive and 

 management team.   

 
The council has not yet considered the 

assessment questions, around each of the 

six principles of good governance, relating 

to shared chief executive and management 

 teams.

6.1 Not 

Implemented

Reference to shared management and 

Chief Executive arrangements will be 

reflected explicitly in the revised Local 

Code and updated guidance on shared 

management will be considered during 

the review of the Local Code.

31/10/13 Review is in progress. Mark Finch, 

Section 151 

Officer

SHDC_Governance 

2012/13

7 Medium The local Code of Corporate Governance 

currently refers to the three fundamental 

principles of corporate governance 

identified in the Cadbury report, rather 

than the six core principles, supporting 

principles and specific requirements set 

out in the framework.

7.1 Not 

Implemented

A review of the Local Code will be 

conducted in consideration of the CIPFA 

Guidance and the recommendations 

 made within here.

 
This work will be carried out in 

conjunction with the review of the 

 Council's Cons�tu�on.

31/10/13 Review is in progress. Mark Finch, 

Section 151 

Officer



SHDC_Governance 

2012/13

8 Medium Documents, systems and processes to 

show how the council will meet its aims 

are listed in the document 'How we aim to 

meet the requirements of our code'.  There 

 are no links to the suppor�ng evidence.  

 

8.1 Not 

Implemented

Use of hyperlinks will be considered in 

the drafting of the revised Code, subject 

 to level of administra�ve burden.

 
Following adoption of a revised Local 

Code, a self assessment will be carried 

 out. 

31/10/13 Review is in progress. Mark Finch, 

Section 151 

Officer

SHDC_HRA Business 

Plan

1 High In March 2012, officers proposed revised 

governance arrangements for the HRA 

Business Plan that would address the 'risk 

to the sustainability of the plan' that 

current arrangements were considered to 

 present.

 
Whilst agreement to implement the 

proposal to form a specific HRA group or 

panel to oversee the plan was documented 

in Full Council minutes of 7 March 2012, 

 the group was not set up.

 
Management have now clarified scrutiny 

arrangements within a paper to Full 

Council (24th October 2012) and this 

element of governance will added to the 

responsibilities of the Governance and 

 Audit Commi"ee.

 
The committee will not provide the 

regular, more detailed monitoring and 

review of the plan that was the role 

originally set out for a dedicated HRA 

 group, including:

 
 §review of detailed budgetary control 

 reports

1.1 Not 

Implemented

We will consult with management team 

and Portfolio Holders to identify ways to 

implement this recommendation.

31/03/13 Mar 14:  Update from R Scorthorne.  

The arrangements re governance 

have changed very recently which 

means that this will be looked at as 

part of some current housing growth 

work.  Requested extension to 

 deadline.

 

29/08/14 Duncan Hall, 

Housing 

Manager



SHDC_HRA Business 

Plan

3 High The SHDC HRA Business Plan is made up of 

 3 key elements:

 
  §2012 HRA Business Plan

 §HRA Asset Management Strategy 2012-

 2017 

  §30 year financial model

 
The 2012 plan and Asset Management 

Strategy were produced as draft 

documents for approval in March 2012, 

and included proposals for members to 

consider. The documents were never 

 updated when details were approved.

 
We also noted the action plan attached as 

appendix 1 was not filled in, although 

referred to as a 'robust and fully 

considered, prioritised and resources 

 Ac�on Plan' in sec�on 1.1.

 
We recognise that management intended 

to update the plans, but with staff changes 

and workloads this has not been a 

 priority.

 

3.1 Not 

Implemented

Once the plans for 2013/14 have been 

approved by Full Council, we will ensure 

the final versions available are complete 

and up to date.

31/03/13 Mar 14:  Update from R Scorthorne.  

These are live documents and 

change often.  However because of 

the current governance 

arrangements suggest that monthly 

updates on business plan given to 

the governance group.  The AMS was 

approved so little has changed since 

then. Development work, particularly 

current housing growth work, will 

see this area change significantly  but 

too early to report any firm 

information on this.  Extension 

 requested.

 

 

29/08/14 Duncan Hall, 

Housing 

Manager & 

Richard 

Scorthorne, 

Property Asset 

Manager (HRA)

SHDC_HRA Business 

Plan

9 High Two strategic risks were included within 

the Strategic Risk Register when the HRA 

financing project was in progress. These 

are still on the register but are now out of 

date.  There are no risks relating to the 

HRA Business Plan on the Housing 

 Opera�onal Risk Register.

 
Ongoing risks to the delivery of the plan 

were not included within the 2012 HRA 

Business Plan. Risks were listed against the 

individual options set out in the HRA Asset 

 Management Strategy.

9.1 Not 

Implemented

Management will review the risks relating 

to the Housing Business Plan and 

 determine:

 
  Risk(s) to be included in the Strategic 

 Risk Register

  Risks to be included within the Housing 

 Opera�onal Risk Register.

31/01/13 Mar 14:  These still need to be looked 

at but due to other priorities within 

the service extension requested to 

 allow full discussions with the PfH.

 

29/08/14 Duncan Hall, 

Housing 

Manager & 

SHDC Senior 

Management 

Team



SHDC_ICT Disaster 

Recovery 2012/13

2 High Details of critical systems have not been 

reviewed at ELDC since CPBS was created 

and do not exist at SHDC.

2.1 Not 

Implemented

CPBS Business Continuity Team will 

establish recovery priorities and 

determine timescales and will meet with 

the client Business Continuity Groups.

31/03/13 Nov 13: CPBS took part in the ELDC 

 BCP exercise on 18 Sept 2013. 

 
SHDC - need to follow up with ICT 

Manager

31/03/14 Mark Haynes, 

Head of 

Customer 

Services

SHDC_ICT 

Infrastructure

1 Medium Whilst individual ICT strategies exist there 

is no single ICT strategy document 

reflecting the needs of ELDC, SHDC and 

CPBS.

1.1 Not 

Implemented

CPBS shall produce an overarching ICT 

 strategy. 

The two Council's will need to develop 

their own policies that reflect their 

Corporate policies, to which CPBS's policy 

 will respond.

31/03/13 Nov 13: Significant advances have 

been made on the last CoCo 

submission and are reviewing reports 

on penetration testing. This will 

allow us to re-prioritise IT audit 

actions. We continue to work 

towards our projected dates for 

completion of audit actions, early 

indications from the test reported 

 suggest this view is consistent.

 

31/10/13 Gary Stephens, 

CPBS Head of 

ICT

SHDC_ICT 

Infrastructure

5 Medium There is no document describing the 

security tests, checks and tests to be 

completed, including responsibility and 

frequency, or references to the results 

from earlier security audits and other 

security related activities.

5.1 Not 

Implemented

We will design a security matrix plan. 31/03/13 Jan 14: Update GS.  CESG have failed 

SHDC's CoCo.  To allow time to now 

put procedures in place, and given 

they have to be corrected by the end 

of August for 2014 submission, I 

suggest we move these dates to 30 

June by which time the remediation's 

 will be completed.

 

30/06/14 Gary Stephens, 

CPBS Head of 

ICT

SHDC_ICT 

Infrastructure

5 Medium There is no document describing the 

security tests, checks and tests to be 

completed, including responsibility and 

frequency, or references to the results 

from earlier security audits and other 

security related activities.

5.2 Not 

Implemented

We will implement the security matrix 

plan.

30/04/14 Jan 14: Update GS.  CESG have failed 

SHDC's CoCo.  To allow time to now 

put procedures in place, and given 

they have to be corrected by the end 

of August for 2014 submission, I 

suggest we move these dates to 30 

June by which time the remediation's 

 will be completed.

 

30/06/14 Gary Stephens, 

CPBS Head of 

ICT



SHDC_ICT 

Infrastructure

8 Medium There is a reference to event logging in the 

'Communications and Operations 

management' procedure, however a more 

 detailed policy is required.

 
We were advised that a discussion paper 

on application administration is being 

 prepared for CPBS MT.

8.1 Not 

Implemented

This has been incorporated into CPBS 

procedures firstly for CPBS managed 

 systems and secondly for Client systems.

 
 CPBS

 ELDC

 SHDC

30/09/13 Jan 14:  CESG failed SHDC's CoCo. To 

allow time to now put procedures in 

place, and given they have to be 

corrected by the end of August for 

2014 submission, I suggest we move 

these dates to 30 June by which time 

the remediation's will be 

 completed.

 

30/06/14 S Burns, M 

Payne

SHDC_ICT 

Infrastructure

10 Medium The backup policy for servers and 

applications is not currently captured and 

recorded via the service desk (Hornbill).

10 Not 

Implemented

Records will be added to Hornbill system. 30/04/13 Jan 14:  CESG failed SHDC's CoCo. To 

allow time to now put procedures in 

place, and given they have to be 

corrected by the end of August for 

2014 submission, I suggest we move 

these dates to 30 June by which time 

the remediation's will be 

 completed.

 

30/06/14 M Hall

SHDC_ICT 

Infrastructure

12 Medium No firewall policies exist. 12 Not 

Implemented

All changes are agreed but it is 

acknowledged that it is not formally 

documented. This will be incorporated 

into the change control review identified 

in 6 above.

30/04/13 Jan 14:  CESG failed SHDC's CoCo. To 

allow time to now put procedures in 

place, and given they have to be 

corrected by the end of August for 

2014 submission, I suggest we move 

these dates to 30 June by which time 

the remediation's will be 

 completed.

 

30/06/14 G Stephens, S 

Burns

SHDC_ICT 

Infrastructure

13 Medium There is no security training plan covering 

staff at CPBS, SHDC and ELDC.

13 Not 

Implemented

We will engage with the clients on their 

training requirements and provide 

 training materials.

 
CPBS will add to its training programme 

 for CPBS Staff.

31/12/13 Jan 14:  CESG failed SHDC's CoCo. To 

allow time to now put procedures in 

place, and given they have to be 

corrected by the end of August for 

2014 submission, I suggest we move 

these dates to 30 June by which time 

the remediation's will be 

 completed.

 

30/06/14 Tony Lascelles, 

CPBS Head of 

HR



SHDC_ICT 

Infrastructure

15 Medium For ELDC there is no intrusion prevention 

system. For SHDC a LAN guardian product 

has been deployed, however it is 

questionable as to how much usage is 

made of it.

15 Not 

Implemented

Will install a system for ELDC if approval 

given for the expenditure.

30/06/13 Jan 14:  CESG failed SHDC's CoCo. To 

allow time to now put procedures in 

place, and given they have to be 

corrected by the end of August for 

2014 submission, I suggest we move 

these dates to 30 June by which time 

the remediation's will be 

 completed.

 

30/06/14 S Burns

SHDC_ICT 

Infrastructure

17 Medium At present it is difficult to assess the level 

of network separation or indeed its 

effectiveness.

17 Not 

Implemented

Will include within firewall 

documentation and policies, and make 

 reference in opera�onal procedures.

 
 VLANS implemented at both sites.

30/06/13 Jan 14:  CESG failed SHDC's CoCo. To 

allow time to now put procedures in 

place, and given they have to be 

corrected by the end of August for 

2014 submission, I suggest we move 

these dates to 30 June by which time 

the remediation's will be 

 completed.

 

30/06/14 S Burns

SHDC_ICT 

Infrastructure

21 Medium There are three Windows domains 

covering SHDC, ELDC and CPBS and a 

concern was raised with regard to the 

stability of the SHDC Windows domain.

21 Not 

Implemented

The process of replacing the SHDC 

domain has commenced. Migrating to 

active Directory.

31/12/13 Jan 14: Update from GS.  This will 

now be addressed during the 

Summer of 2014 and will be 

 completed by 30 Sept 2014.

 

30/09/14 G Stephens, S 

Burns

SHDC_Income 

Generation

1 Medium Income generation is not driven 

corporately.  There is no overarching 

strategy or charging policy.

1.1 Not 

Implemented

An income generation strategy will be 

created to formalise the approach and 

document appetite, governance 

structures and review processes.

31/05/13 Aug 2013: This will be taken through 

the committee stages once all 

individual policies have been 

reviewed as part of this year's budget 

setting timetable. Aim to complete 

 this in quarter 2

 

31/10/13  Mark Finch,

Assistant 

Director - 

Finance

SHDC_Income 

Generation

2 High A fees and charges policy is held for all key 

income areas; however these are not up to 

date, the most recent are dated 2011/12.  

These policies are very detailed in terms of 

basis for charging, concessions, approval, 

benchmarking and consultation etc and 

offer a robust review process to support an 

overall strategy.

2.1 Not 

Implemented

The fees and charges policies will be 

updated and used to support and 

evidence the overall strategy for income 

generation.  Whilst fees and charges may 

increase annual for inflation or cost 

recovery, the policies will only be fully 

reviewed every three years.

31/05/13 Aug 2013: The fees and charges 

policies are being reviewed with 

budget managers as part of this years 

 budget se1ng �metable

 

31/10/13  Mark Finch,

Assistant 

Director - 

Finance



SHDC_Income 

Generation

4 Medium Our work to compare SHDC fees and 

charges with neighbouring authorities 

identified several opportunities to charge 

for some services. We also identified low 

charges in some areas.

4.1 Not 

Implemented

These recommendations will be 

progressed through with the overall 

Income Generation Strategy as agreed at 

finding one.

31/05/13 August 2013: This will be progressed 

as part of the policy reviews and feed 

 into the strategy document

 

31/10/13  Mark Finch,

Assistant 

Director - 

Finance

SHDC_Performance 

Management 

2012/13

2 Medium Review of quarter 2 reports to 

Performance Monitoring Panel (PMP) and 

 Cabinet iden�fied issues to be addressed:

 
- management comments were missing 

from the Cabinet report. (These were 

shown in P+ and the issue may have arisen 

when the reports were prepared for 

 commi"ee).

- some performance indicators and 

projects listed show the symbol for 'data 

missing' or 'no update received'. In a small 

number of cases, there was no explanation 

 for this.

 
The Cabinet report included much more 

data than the PMP report. We understand 

that this was down to the ongoing 

improvement of reports.

2.1 Not 

Implemented

Meetings are planned with the service 

areas to review the projects and 

performance indicators to rationalise the 

 informa�on reported.

 
On-going training will address the issues 

with 'missing data'.

31/05/13 Feb 14: A complete review of which 

projects and performance indicators 

are reported and at what level has 

been undertaken and the final report 

is going to Executive on 25th 

Febraury 2014.  Subject to final 

approval, the report contents for 

CMT/Executive & Cabinet Reports 

 will be adjusted accordingly.

 

31/03/14 Samantha 

Dancer, Joint 

Performance 

Team Leader

SHDC_Procurement 

2013/14

1 High Our review of top suppliers by payment 

value found that in four out of the ten we 

sampled there were no tendering 

 arrangements/contracts in place.

 
Where this is the case, procurement 

arrangements have not followed contract 

regulations, with the risk that the Council 

cannot demonstrate transparency and 

fairness in supplier selection or that value 

 for money has been achieved.

 
We note that Procurement Lincolnshire 

and SHDC are currently undertaking 

reviews which should address some of the 

 contracts in our sample.

1.1 Not 

Implemented

A strategic commissioning group has 

been established across Breckland and 

SHDC.  As part of this, Procurement 

Lincolnshire have been asked to 

undertake a headline category spend 

analysis and provide recommendations 

on procurement options against items 

which can be easily and quickly procured.

31/03/14 A spend analysis briefing note has 

been received from Lincolnshire 

Procurement and is currently under 

consideration.  CMT is due to receive 

a report on the procurement items 

recommended to be taken forward 

on 10th March 2014.  Further 

analysis will be undertaken and 

action will be taken.

Dale Robinson



SHDC_Procurement 

2013/14

3 High The SHDC contract register available 

through the Procurement Lincolnshire 

website is dated July 2013.  It includes 

contracts which have expired and does not 

include more recent contracts awarded.  

This register also differs from the one held 

 by SHDC up to the same date.

 
The register is a key tool to assist 

management in monitoring key contracts 

and threfore needs to be complete and up 

to date.

3.1 Not 

Implemented

A system has been introduced so that 

Member Services advise the Performance 

Team of any new contracts.  Procurement 

Lincolnshire have also recently identified 

contracts missing from the register.  

 These will be added.  

 
In addition the performance partners will 

ask key officers at their monthly meetings 

if there are any changes to their contract 

 register.

 

30/06/14 Feb 14: The contract register has 

been divided into service areas and 

included in the new Performance 

Management site data entry books.  

We are in the process of updating 

these so that a new complete 

contract register can be produced in 

March 2014.  Once the register is up 

to date we will work with services to 

track down copies of as many current 

contracts as possible for scanning 

and linking.  

Samantha 

Dancer, Joint 

Performance 

Team Leader

SHDC_Procurement 

2013/14

4 Medium During the audit it was necessary to view 

contract documentation.  Whilst were 

were able to find the information we 

needed, it was not easy to find the 

contracts in question because the contract 

register does not always list the contract 

number used for filing purposes.

4.1 Not 

Implemented

Key officers will be asked to supply copies 

of missing contracts/SLA's.  If they are not 

available then it will be the officer's 

responsibility to contact the supplier to 

request a copy.  They will be reminded 

that copies of all new contracts should be 

 sent to the Performance Team.

 
The aim is to have scanned copies of the 

contracts/SLAs available through a 

hyperlink from the contract register.

30/06/14 Feb 14:  The contract register has 

been divided into service areas and 

included int he new Performance 

Management site data entry books.  

We are in the process of updaing 

these so that a new complete 

contract register can be produced in 

March 2014.  Once the register is up 

to date we will work with services to 

track down copies of as many current 

contracts as possible for scanning 

and linking.  

Samantha 

Dancer, Joint 

Performance 

Team Leader

SHDC_Procurement 

2013/14

5 Medium Officers did not always hold copies of 

tenders received when consultants had 

been involved in the procurement process.

5.1 Not 

Implemented

Key officers will be reminded of the 

requirement to keep copies of the tender 

documents which will link with the action 

at 4.

30/06/14 Feb 14: As part of the ongoing 

development of the performance 

management site we are creating a 

repository that will enable storage of 

all documents relating to each 

procurement process going forward.

Samantha 

Dancer, Joint 

Performance 

Team Leader

SHDC_Project 

Management 

2012/13

11 Medium We could not identify evidence to confirm 

the project for Joint Review of 

Environmental Health Services in 

Breckland and SHDC was formally agreed 

 at CMT.

 
We recognise that management are 

receiving updates on the progress of this 

 project.

 

11 Not 

Implemented

Agreed. This was a one off and the 

correct procedure will be followed in the 

 future.

 
 
The draft committee report where the 

project was agreed will be signed off by 

CMT and retained with the project 

 documenta�on.

01/04/13 At Aug 2013 this was not complete - 

no further update received.

31/07/13 R Blanden, 

interim 

business 

development 

manager



SHDC_Project 

Management 

2012/13

13 Medium Review of the 2 projects sampled 

confirmed project management has 

followed Prince 2 principles, but the 

documentation used by the project groups 

differed to those held in the toolkit on 

 SHINE. 

 

13 Not 

Implemented

Agreed. SHINE will be updated to 

accommodate the new framework. The 

projects will vary in size so we would 

expect the process to be scalable. One 

area that will be mandatory will be 

milestone reports that will be required at 

key stages of the projects lifecycle and 

monitored through the performance plus 

system.

01/04/13  Aug 2013 - this is in progress as per 

Ben Wood. No further update 

received.

 

28/06/13 R Blanden, 

interim 

business 

development 

manager


